Privacy Notice Students and Apprentices — How we use your personal data

Data Controller: Kirklees College, Manchester Road, Huddersfield, HD1 3LD

Data Protection Officer: Jo Green, GDPR@Kkirkleescollege.ac.uk

This notice explains how we collect, store and use student and apprentices’ personal data.

The information we collect and process may include:

Type of data

Examples (not an exhaustive list)

Contact details

full name, address and contact details, including personal and work email
address(es) and personal and telephone number(s)

Personal non-contact
details

date of birth, age, sex, photographs, video imaging, voice recording,
passport details, visa details, driving licence

In addition, we process video and still images and sound captured by our
ICT network monitoring software

Financial information

student loan, bursary, funding agreement, free school meals status, travel
assistance, benefits information, employment status, bank details,
credit/debit card details, debts/overdue charges, purchase history

Lifestyle information

dietary requirements, hobbies and activities, other
likes/dislikes/preferences, etc.

Location

physical or electronic information which identifies your location, including
ID card building access data

‘Special Categories of
Data’

depending on what you choose to share with us, this may include race,
ethnic origin, nationality, political opinions, religious or philosophical
beliefs, trade union membership, health, mental health, physiological and
disability information, sex life and sexual orientation, biometric data (e.qg.
fingerprints used for ID purposes), behavioural characteristics, social
identity, cultural background, facial images, and economic data

Online/Unique identifiers

student ID codes, Unique Learner Number, online/ website details e.g.
usernames, passwords, session IDs, geo locations, device ID, IP
addresses, cookies, RFI tags

Course information and
exam timetable
information

details of the courses you are or have been enrolled on and exam
information

Student work

paper and electronic based worksheets, books, assessments and exam
papers, academic progress, grades

Behaviour and attendance

behaviour and attendance data

Learning Support
Information

learner support, wellbeing and other data required to keep you safe and
support your development

References

school/college/university and character references and employment
details

Parent/Guardian/ Next of
Kin/Emergency Contact

the details held will depend on whether you are under 18

Main school details

if you attend the college as part of an off-school site provision

Social Worker details and
other professionals linked
to your care

if any
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Academic information | exam results, qualifications, academic achievement, mandatory and
voluntary professional body memberships, accreditations, certifications,
training records, Individualised Learner Record (ILR) data

Complaints/Grievances | details from student, staff, public and other complaints to which you are a
named party or involved in an investigation

Health and Safety | such as accident records, risk assessments, occupational health records,
information | personal protective equipment records, industrial disease monitoring
records; insurance and legal claims, disability and access requirements

Criminal and Conviction | e.g. Disclosure Barring Service checks and disclosures provided to us
Information | (see below) and other notifications (certain courses and placements
require DBS checks to be carried out)

Collecting and Storing this information

We collect information in various ways, for example through paper and online forms, CVs or resumes,
by email or verbally; from your passport or other identity documents such as your driving licence; from
correspondence with you and others; through interviews, meetings or other assessments; in reports; in
notes/recordings of meetings; via our electronic databases, forms, Team chat function, emalil, etc.; any
assessments or evaluations carried out by external consultants, information provided in customer
compliments, complaints or queries; information from our CCTV cameras; entry and exit data from ID
passcards; login details and any other data shared using our college ICT network, including still and
moving images.

We may collect your personal information from other sources, for example when you provide your
details for marketing purposes, register for events, register as a student, or provide us with any other
information during your course or apprenticeship. Your personal information may also be provided to us
by various third-party sources, which may include your parent or legal guardian, current or former
school, college or university, past, apprenticeship and course providers, current and future employers
and placement providers, UCAS, student loan companies, Connexions and other careers services and
other institutions involved in joint programmes and sometimes we purchase personal data contact lists.

Data will be stored securely in a range of places, including in the College’s student management
systems and in other IT systems (including the College email system).

Why does the College process personal data?

Some of the reasons listed below for collecting and using personal information about you overlap and
there may be several grounds which justify our use of your data. In the majority of cases, our basis for
collecting student and apprentice personal data is ‘public task’, i.e. to conduct our core education
provider and business activities, for example:

e To administer courses, education and training services and facilitate student learner agreements
and course progression, participation and completion;
e To administer our student recruitment, offer and enrolment procedures;

e To perform checks in connection with enrolment onto courses and training which may include
obtaining references, details about prior professional qualifications and academic checks, DBS
checks, Criminal offence and conviction data from Police and other partners, Visas, Right to Work in
the UK (for apprentices), Driver Checks;

e To enable us to work in partnership and share necessary information with professional advisers,
employers, partner agencies, voluntary initiatives and programme representatives such as
attendance details and progress updates;

e To enable us to work with Connexions and other careers services;
e To enable us to speak to parent/carers/legal guardians and next of kin as necessary;

e To enable us to collect and make payments in relation to courses, education and training services,
expenses, provision of goods and library and ID card fines etc.;

e To enable us to record your intended and actual destination upon leaving the college e.g. continuing
education elsewhere or employment;




To enable us to deal with student finance administration, funding agreements, financial assistance
and bursary applications;

To help us identify vulnerable learners and learners who may benefit from additional support;
To enable us to provide mandatory training and voluntary training where necessary;
To enable us to distinguish between home and overseas students by origin;

To enable us to fulfil our obligations in relation to the provision of Special Education Needs support
for example, participating in Educational Health Care Plans and meetings, providing additional
Learner Support and carrying out risk assessments;

To provide access to and monitor the use of college systems;
To take photographs for the purpose of providing a Student ID card

To produce exam and achievement certificates, exam timetables and registration and administration
of exams, academic qualifications, awards and accreditation;

To inform the development of student and apprentice recruitment and retention policies;

To collate data collection/statistical returns to the other funding bodies, validating/awarding bodies
and partnership agreements.

To enable us to share personal data where required with the ESFA and other services run by the
ESFA, DfE and partner organisations (where the law allows it or we have a legal obligation to do so)
for the purposes of:

o Administration, for example to enable the Learning Records Service (LRS) to issue you with a
Unigue Learner Number (ULN);

o Submission of individualised learner records (ILRs). The data collected is used to calculate
funding due to Further Education providers, for performance monitoring, future planning and to
ensure that public money is being spent in-line with government targets;

o Provision of career and other guidance;
To record entry and exit to our buildings/campuses;

To use CCTV recording and images and to monitor the use of our ICT network and systems for
safeguarding, safety and security purposes and grievance/disciplinary investigations;

To plan for the safe and efficient movement of people and traffic on and around our campus;
To keep track of our ICT hardware and other equipment;

To protect our assets and assist in the detection, investigation and prevention of crime.

To comply with various legal and contractual requirements such as:

*  HMRC Income Tax and National Insurance Requirements (www.gov.uk)

* Public Liability Insurance Health and Safety

* Health and Safety at Work etc. Act 1974 (and associated regulations/codes of practice)
* Equality Act 2010 Safeguarding/Education

*  Prevent Duty

+ Section 175 of the Education Act 2002

* Further and Higher Education Act 1992

* Higher Education and Research Act 2017

» ‘Keeping children safe in education Statutory guidance for schools and colleges’ guidance
(www.gov.uk) and adult safeguarding guidance

We process personal data to protect the vital interests of data subjects:
e To respond to medical emergencies;
e To process next of kinfemergency contacts details.

Within two years of our last positive contact with you, we may process your personal data for the
purpose of sharing information about the College, such as upcoming events, fundraising initiatives,
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training and development opportunities, employment vacancies, and further courses of study. You may
opt out of such communications at any time by emailing GDPR@kirkleescollege.ac.uk).

Our lawful bases for using this data

We only collect and use your personal data when the law allows us to. Most commonly, we use it where
we need to:

e Carry out a task in the public interest;
e Comply with a legal obligation; or
e Comply with a contractual obligation.

Less commonly, we may use personal information about you where:

e You have given us express consent to use it in a certain way;

e We need to protect your vital interests (or someone else’s vital interests); or

e We, or another person or organisation, have a legitimate interest in processing it, including:

o To operate our campus CCTV system, to protect our community and to monitor the flow of
vehicles and pedestrians around our campus;

o For some marketing activities and to use images and videos in our marketing materials
(including in some circumstances sharing data with other publishers) in order to promote our
products and services;

o To share relevant information with the police and other agencies engaged in safeguarding,
child protection and the prevention of crime;

o In some cases, to share information with our legal advisors for legal advice; and

o To collect stakeholder feedback to better understand stakeholder perspectives and how they
are impacted by our projects and activities, to gain input when planning projects and initiatives,
and to better understand the knowledge, attitudes, perceptions, interests and experiences of
our stakeholders so we can better meet their needs and improve our engagement and
communication plans.

Where you have provided consent for us to use your personal data, you may withdraw it at any time. We
will make this clear when requesting your consent, and explain how you go about withdrawing consent if
you wish to do so.

Some of the reasons listed above for collecting and using personal data about you may overlap, and
there may be several grounds which justify our use of your personal data in some cases.

We maintain a record of processing activities which sets out the lawful basis for all our processing
activities and, in each case, the purposes of the processing, a description of the categories of individuals
and of personal data, the categories of recipients of personal data, details of transfers to third countries,
including a record of the transfer mechanism safeguards in place, retention periods and a description of
the technical and organisational security measures we have in place to protect the data.

Who has access to your data?

We do not share information about you with any third party without your consent, unless the law and
our policies allow us to do so. To enable us to comply with our legal and contractual obligations and to
enable the conduct of business, we may need to share some of your personal information as follows:

Your information may be shared internally within college where this is necessary or expedient for the
performance of staff roles and/or for the delivery of the services, products or programmes you are
receiving or have received.

If you are under 18 (or under 24 and have an Education, Health and Care plan), we will normally share
details of your education with those who have parental responsibility for you, unless you notify us of a
valid reason why we should not do this or we have been advised by our safeguarding team, Social
Services or another official agency of a reason not to do so; the information shared will include
behaviour, attendance, academic progress, learner support, wellbeing and other details required to
keep you safe whilst you attend college.

We will not discuss application details or outcomes with anyone other than the prospective student or
apprentice, unless they have given us consent to do so, or are of an age that requires parental
consent.
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We outsource the continuous monitoring of all activity on our IT networks and this is done primarily by
artificial intelligence which flags any concerns for review by the outsourced data processing team.
Relevant data is passed to the College for safeguarding and child protection purposes.

We use videoconferencing software, predominantly Microsoft Teams but also other platforms, to deliver
and manage online meetings, training sessions, conferences, webinars, events and workshops, allowing
participants to log in and attend, or in some cases view the content later. Any personal information you
submit when you register with Microsoft Teams, Skype etc. will be stored by and accessible to that
platform. Please only submit personal information which you are happy to have processed. The privacy
policy for Microsoft is: https://privacy.microsoft.com/en-GB/privacystatement;

Police and Enforcement Agencies — to assist in the detection, investigation and prevention of crime
this includes the Courts and Coroner Service, please note that we will provide where requested
student names, addresses, contact details, next of kin or parent/carer/legal Guardian details and
confirmation of attendance as part of routine police enquiries or as part of our onsite college Police
liaison agreement. Any details other than these will only be provided on receipt of a signed
Police/Enforcing Body Disclosure Request unless the urgency of the incident requires immediate
disclosure.

Professional advisers, partner and support agency representatives e.g. Stronger Families Programme,
Connexions and other career services, social workers and medical professionals, voluntary and
charitable organisations and in connection with other programmes and initiatives.

Trade, employers, education institutions and professional organisations in connection with reference
requests and sharing of information in relation to courses funded by employers, placements, work
experience, career opportunities and outreach and widening participation initiatives.

To enable us to move you to another education provider in the event of a change of Contracted or
Sub-Contracted education provider.

UCAS.
Emergency services in the event of an emergency.
Health and Safety Executive — to report any accident information/for investigation purposes.

Main school/Pupil Referral Unit - we will share details regarding attendance and behaviour if you
attend the college as part of an off school-site provision.

Trade Unions/Governors/validating and examining bodies, insurers/legal representatives, professional
bodies - details may be shared in connection with student and/or employee complaints, disputes,
grievance, disciplinary and malpractice investigations.

Educators, examining bodies, other validating and awarding bodies in connection with registration,
administration and moderation in relation to examination and awarding qualifications, awards and
accreditations.

As an examination centre, we must provide candidate personal data (name, date of birth, sex) to the
awarding bodies for the purpose of examining and awarding qualifications, and that such personal
data, together with the examination results.

External Education/Training and Travel Providers for booking and administration purposes.

Kirklees College Student Union for the purposes of administering Student Union Membership and
access to Student Union services.

Suppliers and third-party data processors to enable them to provide the service we have contracted
them for e.g. payments/login details/course resources and file storage.

Third parties for confirming your student status, course details and other details as required e.g.
financial status e.g. Council Tax Reduction Scheme.

Disclosure and Barring Service — to obtain a DBS check to check for criminal convictions and offences
(certain courses and placements require DBS checks to be carried out before we can place you with
certain employers for apprenticeships or placements.

In connection with Data Subject requests (which may be submitted by an authorised representative)
e.g. information which may be contained within emails, documents, systems, paper and electronic
records/filing systems and other forms of media, this may include email address(es), contact details




and also the disclosure of information of which you were the author or to which you have contributed.
This includes deleted and archived personal information which is still accessible.

Information Commissioner’s Office (ICO) (complaints/breaches investigations)
Internal and External Auditors (e.g. Financial Accountants/HMI Inspectors)

Education, government departments (including local government) and agencies for audits, reviews, to
comply with legal, funding and data collection requirements e.g. mandatory school attendance,
research/analysis/statistics/equality & diversity, benchmarking purposes.

How does the College protect data?

We have robust internal policies and controls in place to try to ensure that your data is not lost,
accidentally destroyed, misused or disclosed, and is not inappropriately accessed.

Third Party Processors and Transferring Data Internationally

Where we engage third parties to process personal data on our behalf, they do so on the basis of our
instructions, are under a duty of confidentiality and are obliged to implement appropriate technical and
organisational measures to ensure the security of data.

Where we transfer personal data to a country or territory outside the UK and the European Economic
Area, we will do so in accordance with data protection law.

For how long does the College keep data?

We will only retain what is necessary in accordance with our Data Retention Policy, which sets out our
internal retention and statutory guidelines. Some information must be kept for statutory or contractual
reasons for example academic, health and safety and financial records; this can also apply after your
studies end. Our CCTV camera footage is kept for up to 60 days after which point it will be overwritten
unless it is required for some evidential purpose or we have received a data subject access request, in
which case it will be retained until the matter has been resolved.

Use of your personal information for marketing purposes

We may send you marketing information by e-mail or text promoting events, campaigns, charitable
causes or services that may be of interest to you for up to two years following our last positive contact
we have with you. You can "opt out" of receiving such communications by clicking on the "Unsubscribe
link, using the contact details provided, or contacting the Marketing Team or Data Protection Officer.

Your rights

As a data subject, you have a number of rights, which our GDPR Policy explains in detail:
e The right to be informed;

e The right of access and to obtain a copy of your personal data on request;

e The right to require the college to change incorrect or incomplete data;

e The right to require the college to delete or stop processing your data, for example where the data
is no longer necessary for the purposes of processing;

e The right to object to the processing of your data where the organisation is relying on its legitimate
interests as the legal ground for processing.

e The right to data portability; and
e Rights in relation to automated decision making and profiling.

If you would like to exercise any of these rights, contact GDPR@kirkleescollege.ac.uk. Please note that
exemptions may apply when making a request to exercise your rights, for example where we have to
retain or process information for legal purposes. For more information on your personal data rights visit
www.ico.org.uk/your-data-matters.
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Your duty to inform us of changes

It is important that the personal information we hold about you is accurate and current. Please keep us
informed if your personal information changes during your time with us.

Automated decision-making

Automated decision-making is done as part of our ICT network monitoring but decisions are always
checked by a human operator before any further processing is done.

How to access the personal information we hold about you

Individuals have a right to make a ‘Data Subject Access Request’ to gain access to personal information
that we hold about them. Please refer to our Rights of Individuals Policy for more information on how to
make a request, or contact our Data Protection Officer at GDPR@kirkleescollege.ac.uk.

Concerns and Complaints

We take concerns and complaints about our collection and use of personal data very seriously. If you
wish to query anything within this privacy notice or think that our collection or use of personal information
is unfair, misleading or inappropriate, or have any other concern about our data processing, please raise
this with us in the first instance. Contact our Data Protection Officer at GDPR@kirkleescollege.ac.uk.
Alternatively, or if you are not satisfied by the College response to your concern or complaint, you can
contact the Information Commissioner. Information on how to do this is available at
http://ico.org.uk/complaints.

Changes to this privacy notice

We will keep this privacy notice under regular review and will place any updates on our website.

Sept 2023
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